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INFORMATION TECHNOLOGY
Artificial Intelligence (Al) Usage Policy

Scope: This policy governs the responsible use of generative Al (GenAl) to protect the interests of Goodwill
of Colorado from the risks associated with Al technology.

Generative Al (GenAl) is a type of artificial intelligence (Al) that uses machine learning to create new content,
such as text, images, videos, music, code, and more.

Introduction: Al systems are adaptive and autonomous, capable of making decisions without human
control. This policy aims to promote the efficient and ethical use of GenAl tools while minimizing the risk of
misuse that may result in harm to individuals, the organization, or our mission. It addresses potential biases,
ensures alignment with the organization's mission, values, and objectives, and ensures the accuracy and
appropriateness of Al-generated outputs.

Appropriate Use of Al Systems:

e Employees may use approved GenAl systems for approved business processes such as research, data
analysis, and communications, provided that organizational standards to protect data confidentiality
and integrity are upheld.

e Users must use GenAl tools only for their intended purpose and in accordance with applicable laws,
regulations, and GOC IT policies.

e GenAl tools must be used in a manner consistent with GOC's mission, values, and objectives.

e Users are accountable for reviewing Al-generated outputs for biases, inaccuracies, or inappropriate
results.

Identifying and Mitigating Bias in Al-generated Outputs:

e Users must be aware of common biases in GenAl systems and complete assigned Al training.

e Al-generated outputs must be reviewed and evaluated for potential biases and inaccuracies.

e Users should seek input from diverse perspectives and use Al tools with transparent methodologies.
e Collaborate with Al vendors and developers to improve Al systems and address identified biases.

Ensuring Accuracy and Appropriateness of Al-generated Outputs:

e Verify the accuracy of Al-generated outputs by cross-checking with reliable sources.

e Review Al-generated outputs for appropriateness, considering the context, audience, and potential
impact.

o Establish a system of checks and balances involving multiple reviewers.

e Ensure Al-generated content is reviewed and approved by a human before use.



Data Protection and Privacy:

Adhere to GOC's Data Protection Policy when using GenAl systems.

Ensure sensitive and personal data is anonymized, encrypted, or otherwise protected.
Obtain appropriate consent from data owners when necessary.

Report any data breaches or incidents involving Al systems to the Information Technology
Department.

Transparency and Accountability:

Be transparent about the use of GenAl systems and accountable for the results.
Ensure Al-generated content is reviewed and approved by a human.
Disclose the use of GenAl systems when communicating with stakeholders.

Training and Awareness:

Undergo annual training to ensure responsible and ethical use of Al tools.

o Failure to participate in annual training will result in revoking GenAl system privileges.
Familiarize with this Al Usage Policy and relevant guidelines.
Participate in training sessions and workshops on Al-related developments and risks.

Inappropriate Use:

All use of GenAl systems must conform with GOC values and relevant policies.

Personally Identifiable Information and proprietary business data may not be entered into off-
network GenAl systems.

Examples of inappropriate use include bias and discrimination, privacy violations, and reliance on
inaccurate or misleading information.

Reporting Inappropriate Use:

Report any suspected misuse of GenAl systems to HR or other appropriate person(s). Reports can be
made anonymously and will be handled confidentially.

Enforcement: Violation of this policy may result in disciplinary action, up to and including termination of
employment.

Review and Updates: This policy will be reviewed annually or as needed based on changes in technology,
regulation, or organizational needs.



